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1 INTRODUCTION 
Historically, cash money has been used for paying for goods and services. Cash evolved from colourful 
shells to salt, gold and eventually paper. With the Digital Revolution, the use of physical cash has decreased 
and has been replaced more and more by digital transactions. Recent developments in financial technology 
resulted in a disruptive new technology called the blockchain. This technology takes recording of asset 
transactions to a next level. Participating in an asset transaction system built on this technology can now 
take place without trusting the other participants, as the transaction settlement is based on a distributed 
consensus mechanism. 
In this document we propose a blockchain system with a hierarchical account structure. This allows for 
asset issuing by a central authority and account control by account providing entities like banks. 
Transactions are possible between accounts of the same level and according to special rules between 
separate levels. This allows for advanced control like KYC and AML of higher level accounts while lower 
level account transactions have more anonymity but are very restricted. To separate the bank accounts and 
accounts on the blockchain ledger, we will call the latter ‘blockchain accounts’. 
1.1 KEY CHARACTERISTICS AND REQUIREMENTS 
By making use of a distributed blockchain system, we have the following key characteristics: 

 Distributed Consensus 
Independent entities can span the blockchain network, but only whitelisted nodes will become part 
of the system. Transactions are checked and proved by all participants. 

 System Resilience 
Because of the redundancy in the system many entities (nodes) that span the network have to fail 
before the distributed consensus can fail. Moreover, by implementing a consensus protocol, rogue 
nodes can be detected and isolated. 

 Irreversible transactions 
The blockchain is a cryptographically secured ledger (chain) of transactions that happened since the 
start of the system. All modifications on past transactions will easily be noticed and revoked by the 
system. 

Requirements 
The following requirements result from the system description: 

 Assets issuing (like money or value representing tokens) is centrally controlled 
 KYC and AML policy should be applicable on blockchain accounts 
 Transactions restricted between different level entities 
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2 QUASAR ACCOUNT TYPES 
The assets of the Quasar Electronic Cash System, should be considered as traditional cash in a digital form. 
The same KYC and AML rules will apply for withdraws and deposits of electronic cash as for traditional cash 
to a bank account. To comply with these rules, the interface between money on a bank account and the 
electronic cash asset in the customer wallets is always controlled by the bank. 
 Quasar employs 4 types of blockchain accounts representing four different usage types, depicted with the following colors: 

 WHITE – Asset issuer account 
 GREEN – Bank accounts 
 BLUE – Bank issued accounts (used by bank customers) 
 RED – Independent issued accounts (by people or even by devices)  The different account types have different rights on the creation of new accounts and closure of existing ones. 

2.1 ASSET ISSUER ACCOUNTS – WHITE ACCOUNTS 
The issuing authority is the top level of the account hierarchy. This central authority defines the assets and 
manages the asset supply. The very first account of the system, the genesis account, is a white account. 
WHITE accounts have the following characteristics: 

 The issuing authority can only issue asset from a WHITE account to a GREEN account 
 Asset that has been send from a WHITE account to a GREEN account is considered “issued” and 

should be backed by a physical or financial asset, apart from Quasar, of the bank 

2.2 BANK BLOCKCHAIN ACCOUNTS – GREEN ACCOUNTS 
Banks or other regulated participants connected to Quasar have GREEN accounts. The GREEN account is 
the only account type that can receive assets from the issuing authority. The following characteristics 
belong to this account type: 

 Upon BLUE account creation: BLUE accounts can only be created and funded with an asset from a 
GREEN account 

2.3 BANK ISSUED ACCOUNTS – BLUE ACCOUNTS 
The bank issued blockchain accounts are created and can be controlled by the bank, this is required to be 
able to apply KYC and AML policy. The customer has to trust the bank, this is comparable with the current 
bank - client relation. The BLUE accounts have the following characteristics: 

 Upon customer request, the bank needs to authorise transfer of money from the customers bank 
account to their linked BLUE account. This way the wallet of the customer can be funded 

 Upon customer request, the bank needs to authorise the transfer of money from the customer’s 
BLUE account to their linked bank account. This way the wallet of the customer can be emptied 
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 Because of the distributed node infrastructure, even when the bank controlling the blue account is 
off-line, the blue wallet can still execute payments or receive payments to or from other blue 
wallets and/or red wallets  

2.4 INDEPENDENTLY ISSUED ACCOUNTS – RED ACCOUNTS 
Apart from by the bank issued BLUE accounts, QUASAR also provides the possibility for the creation of 
independent, non-bank-controlled, accounts. These so called RED accounts have the following 
characteristics: 

 Deposit to or withdraw of funds from bank accounts is not possible as RED accounts cannot 
transact with GREEN accounts 

 No bank account required to use a RED blockchain account 
 Creating RED accounts and executing transactions with a RED account will cost a fee to prevent 

unlimited spawning of RED accounts and transactions (blockchain spam) and to create a revenue 
model for the node operators 

 Additional rules can be applied on the independent RED accounts, like maximum balance, 
ownership, creation and transaction volume 

To deposit funds from a RED blockchain account to a bank account, the funds have to be sent to a BLUE 
blockchain account. When the funds are deposited from the BLUE account to the bank, KYC and AML rules 
apply. 
 

 
1. Account hierarchy visualization. 
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3 QUASAR SPECIFIC COMPLIANCE AND PRIVACY 
To add compliance and privacy to Quasar, extra rules are implemented in the Quasar system and the public 
API’s. These rules make the Quasar system fit in a transforming financial environment. 
3.1 ELECTRONIC CASH AND AML 

 Electronic Cash Deposit Since BLUE accounts can only deposit and withdraw to and from the bank account, the bank can always apply AML rules on these transactions. In this sense, these transactions are comparable to a traditional cash deposits. 
 Suspicious Transactions When a bank notices suspicious transactions (e.g. unreported large cash transactions) between a RED and a BLUE account, they can contact the BLUE account owner to help identify the RED account owner. 

3.2 SECURED CLOSING OF A BLOCKCHAIN ACCOUNT 
The owner of an empty account can create a so called ‘closing transaction’ to close the blockchain account and block any future transactions to this account. The account is then marked on the blockchain as disabled, future transactions to this account will be denied by the system. This enables the banks to lock out old BLUE accounts, but can also be used by owners of other accounts of all levels to prevent transactions to old accounts. The issuing authority can, for example, close all green blockchain accounts of a bank, while the bank can close the BLUE accounts of the customers. RED accounts can be closed by the owners of the red wallets. 

Force close transactions 
To enable the issuing authority to retrieve ‘lost’ assets from blockchain accounts due to the loss of the corresponding private key, or act upon fraudulent activities, a “force close” transaction can be initiated from a white address towards any red wallet address. This transaction will effectively destroy the assets in that account and close it. This type of transaction should be considered cautiously as it may erode the trust in the system and the issuing authority. 
3.3 PRIVACY 
Account status and balance can only be retrieved from the Quasar system by the rightful owners of the blockchain accounts. This prevents third parties to freely browse the blockchain and check all balances. Quasar distributed node operators (the banks and issuing authority) have direct insight in the balance of all the wallet accounts, but can only identify the accounts of their own customers. 

Security Breach 
In case the blockchain, containing all transactions, gets stolen during a security breach, it can be used to determine the cash positions of all the wallet accounts. However, this information ages rapidly and since accounts are anonymously stored in the blockchain, this blockchain data needs to be enriched before it can be of real value.   
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4 QUASAR SPECIFIC IMPLEMENTATION 
4.1 SYSTEM COMPONENTS 
 The system is composed out of three main components:  1) The core Quasar blockchain node software (synchronising the ledger and running the consensus mechanism) and the open API’s providing the external interface to the wallet applications (Hubble) 

 Initially based on open source projects, with modifications  2) Institutional wallet software a. The issuing authority wallet with WHITE and GREEN keys management and address management (creation and closing) b. The bank wallet with GREEN addresses and BLUE keys management/creation and banking backend integration (including AML/KYC functionality) c. Analytics and reporting tools on the blockchain data 
 Closed source projects  3) Consumer wallet software a. The BLUE customer wallet, including (automated) bank account deposit and withdraw functionality  b. The RED independent wallet  
 Open source projects  
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4.2 TRANSACTION FEES 
Per asset type (per currency) and per account colour, the system operator can in agreement with the issuing authority define a fixed and variable fee component. Examples: this fee could be zero for the blue wallet and 1 cent (or a percentage) for the red wallet. 

Red wallets 
To discourage the Red wallets from flooding the system with transactions, like a DDOS attack, a transaction fee should be applied on all transactions originating from a Red wallet. This fee will be subtracted from the balance of the Red wallet when the transaction is carried out. The fee-amount is irreversibly destroyed in the transaction and, hence, not useable for another payment. 

Fee used for system maintenance 
This will effectively result in a profit for the issuing authority because the physical asset that backs the digital issued money is still in available. This “profit” is the revenue model that should be paid out on a periodic base to the operators of the blockchain nodes (the banks) to compensate for maintenance of the system. 

White, green and blue wallets 
Transactions originating from BLUE, GREEN or WHITE accounts can be without fee. When a BLUE account is used to flood the system with small transactions, it can be emptied by the bank as they have full control of the BLUE account.   5 QUASAR SYSTEM FUNCTIONING 
The typical functions in between the nodes and between the wallets and the nodes are the following:  In between nodes: 1) Transaction forwarding Continuous communication to distribute all information across the network 2) Node synchronization All nodes should be able to join the consensus mechanism 3) Transaction settlement  Reach consensus every few seconds about the current state of the blockchain  Between wallets and nodes 1) Creation of white, green and blue addresses Using private key signed transaction 2) Closing of addresses Using private key signed transaction 3) Requesting address balance Signing request with private key 4) Sending payment Using private key signed transaction  The protocol defines strict rules on the rights of different coloured wallets to create or close coloured addresses and initiate transactions. The protocol also defines rules on limitations and fees and the different actions that can be performed by keys with different control ‘weights’. 
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6 BLOCKCHAIN ANALYTICS 
Only the node owners have access to the entire blockchain. In practice this will be the banks and the issuing authority. The banks will be able to identify their own green addresses and the blue addresses of their customers. The issuing authority can identify all green bank addresses and the connected blue customer addresses to verify that all transactions comply with the rules.  The banks can audit the balance of their own green addresses and the customer blue wallets in real-time. The issuing authority can also audit the balance of the individual banks and their customers in real-time, giving insight in the money-flow between the banks and the customers. It is also possible to monitor the balance of the red wallets, the fee collection and economic parameters in real-time.   7 USE CASES 

 
Simple smart contracts and multi-signature 
Smart contracts (conditional transactions) can be used to for example provide Escrow services. 

Network effect 
The protocol accepts the issuing of independent red wallets for several reasons: 

 It enables the unbanked (like children paying for lunch at school) and machines/software (IoT) to use 
and hold digital cash 

 It allows everyone and everything to connect with the open protocol of the network 
 It enables the power of the community 

When anybody can develop apps, services and wallets that are instantly able to receive or send 
payments, new and creative applications will appear 
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APPENDIX A – CHALLENGES 
SCALING 
In 2014 the Visa Europe network processed almost 500 transactions per second on average, 40 million per day. This is comparable with 10.000.000 wallet addresses processing 4 transactions per day. In that case the blockchain database will grow with 10 GB per day (few TB per year). This is not a problem. On top of that, there is no need for high-end backup facilities.  To reduce the need for storage of the nodes, the blockchain on individual nodes could be periodically ‘shrinked’ by pruning the transaction database. This will reduce the historical analytics possibilities, but not all nodes will need that.  Also important is the band-width needed between the nodes and the internet to connect the wallets. This will be at least 100Mb, requiring nodes to run on locations with appropriate internet infrastructure. With growing number of connected wallets the number of API servers should grow with the system size.  With a growing number of transactions also the amount of the fees will grow, up to a few hundred million euro per year with 100 million transactions per day. On the longer term, the number of transactions could grow very rapidly as the system gets adopted by connected appliances of The Internet of Things.   The current Quasar network can process over 200 transactions per second. This can be increased tenfold using existing technology, but even a thousand times further growth in the number of transactions per second is possible using alternative blockchain stacks.  
 
THEORETICAL SECURITY WEAKNESSES 
 Reuse of addresses and keys in multiple transactions => ECDSA Weaknesses: 1) The use of bad random number generators could compromise accounts 2) Possible but still unknown mathematical weaknesses 3) Quantum computers (still hypothetical)  Work-around: 1) Use cryptographically secure pseudo-random generator in the wallets  Possible later fixes that might be needed in the distant future:  2,3) Alternative for ECDSA algorithm (fixing quantum computer vulnerability)    



 

Page 9 

APPENDIX B – BLOCKCHAIN 
In this appendix, the key characteristics of blockchain architectures will be explained to point out what 
benefits the Quasar system has on top of the default blockchain architectural benefits. 
THE BLOCKCHAIN SYSTEM 
Blockchain technology comprises the following parts: 

 The blockchain – an immutable record of the system state. 
 A consensus protocol – reach consensus about the system state and advance to the succeeding 

state 
 An incentive system – incentivise fair play and penalize misbehaviour 

BLOCKCHAIN 
The blockchain is a continuous and immutable record of present and historical system states. Tampering of 
the chain will inevitably leave traces and is detectable by anyone who has access to the entire chain. 
DISTRIBUTED CONSENSUS MECHANISM 
Quasar uses the Stellar Consensus Protocol (SCP), which relies on flexible trust. Each participant may 
choose to trust any combination of parties they see fit. A list of accredited nodes is distributed by the 
issuing authority or system operator supplying the participants with a recommended list. Accredited nodes 
may only connect to other accredited nodes to reduce the risk of jeopardizing the system even further. 
When making this accreditation mandatory it becomes harder to intrude the system and steal blockchain 
data because the connected intruding node has to be on the accredited list. 
Robustness 
A distributed blockchain system with a decentralized trust consensus protocol is robust against failure or 
misbehaviour of individual nodes. Every participating bank should run at least one validating blockchain 
node and should verify the system state individually to detect system tampering. Each participant can only 
be sure of an untampered system when the verification has been done by itself. 
Settlement 
Settlement of transactions is performed on a consensus base: at least 80% of connected nodes need to 
agree before a transaction is added to the new block in the blockchain. The consensus mechanism runs 
every few seconds to lock the current state in the next block, which is called settlement.  
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A mesh network with a rogue node that is misbehaving. Continuity of the network is not in danger, because the rogue node will be isolated and ignored by the network. 

WALLET DEFINITION 
The accounts that enable transaction creation on the blockchain are defined by a public and private key pair according to public-key cryptography. A wallet is a set of one or more key pairs that are maintained by the same person or entity. Ownership of the wallet gives ownership to all accounts in it.  Quasar enables the possibility to create a master key that will give the owner full control of the account. In addition, keys can be added to the account with different control levels. Examples control rights are: 

 the right to check the account balance 
 the right to spend asset from this account 
 the right to add or remove specific control keys 
 the right to close an account. 

DETERMINISTICALLY CREATE KEYS 
The only way to recover funds from an account on the Quasar network is by using the corresponding 
private key. When this key is lost, the funds are also lost. To secure the funds of all the funds in the wallet, 
all keys have to be stored and backed up. 
For security and manageability, the keys used for the accounts can be cryptographically derived from each 
other in such a way that only the root key has to be stored. When this key is known, the keys for all 
accounts in the wallet derived from this root key can be restored.  
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